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-XenServer can make use of up to 256 GB of RAM and 64 logical 

processors.  The processors must be 64-bit.

-XenServer supports up to 16 physical network interfaces (or up to 16 

bonded network interface) per XenServer host and up to 7 virtual 

network interfaces per VM.

-To run Windows VMs, hardware support for virtualization must be 

enabled on the XenServer host BIOS.  Linux VMs do not require hosts 

that are equipped with Intel VT-enabled or AMD-V CPUs.

-By default, Workload Balancing (WLB) server uses port 8012.

-The default port to communicate with the license server is 27000.

-XenServer Active Directory (AD) integration uses the Kerberos protocol 

to communicate with AD servers.  XenServer does not support 

communicating with AD servers that do not utilize Kerberos.

-Workload balancing installation does not let you select a protocol 

anymore.  HTTPS is and remains the only supported protocol and it is 

selected for you silently.

-There are three types of server-side software objects which represent 

networking entities.  These objects are:

     -A PIF, which represents a physical network interface on a XenServer

      host.  PIF objects have a name and a description, a globally unique 

      UUID, the parameters of the NIC that they represent and the 

      network and server they are connected to.

     -A VIF, which represents a virtual interface on a VM.  VIF objects

      have a name and description, a globally unigue UUID and the

      network and VM they are connected to.

     -A network, which is a virtual Ethernet switch on a XenServer host.  

      Network objects have a name and description, a globally unique 

      UUID, and the collection of VIFs and PIFs connected to them.

-You can configure three different types of physical networks in 

XenServer:

     -Internal Networks, have no association to a physical network

      interface and can be used to provide connectivity only between 

      VMs on a given server with no connection to outside world.

     -External networks, have an association with a physical network

      interface and provide a bridge between a VM and the physical 

      network interface connected to the network, enabling a VM to 

      connect to resources available through the serer‟s physical NIC.

     -Bonded networks create a bond between two NICs to create a 

      single, high-performing channel between the VM and the network.

-XenServer supports Source Level Balancing (SLB) NIC bonding.  SLB 

bonding:

      -Is active/active and only supports load-balancing of VM traffic 

       across the physical NICs.

      -Provides fail-over support for all other traffic types.

      -Does not require switch support for Etherchannel or 802.3ad 

       (LACP).

      -Load balances traffic between multiple interfaces at VM granularity

       by sending traffic through different interface based on the source

       MAC address of the packet.

      -Is derived from the open source ALB mode and reuses the ALB

       capability to dynamically re-balance load across interfaces.

-Create NIC bonds as part of initial resource pool creation, prior to 

joining additional hosts to pool.  Doing so allows bond configuration to 

be automatically replicated to hosts as they are joined to the pool.  

Adding NIC bonds to an existing pool requires creating bond 

configuration manually on the Pool master and each pool member.

-Putting the management interface on a VLAN network is not 

supported.

-Upgrades to VMs are typically required when moving to a new version of XenServer.

     -XenMotion of Windows VMs is not supported until the PV drivers are upgraded.

     -Suspend/Resume of Windows VMs is not supported until PV drivers are upgraded.

     -Certain anti-virus and firewall apps can crash the Windows VM unless the PV drivers are

       upgraded.

-XenServer Dynamic Memory Control (DMC) works by automatically adjusting the memory 

of running VMs, keeping the amount of memory allocated to each VM between specified 

minimum and maximum memory values.

-You must edit each VMs memory allocation and then reboot the VM for Dynamic Memory 

Control (DMC) to kick in.

-DMC allows you to configure dynamic minimum and maximum memory levels, creating a 

Dynamic Memory Range (DMR) that the VM will operate in.

-Citrix advises not to change the static minimum level of a VM as this is set at the supported 

level per operating system.  By setting a static maximum level, higher than a dynamic max, 

means that in the future, if you need to allocate more memory to a VM, you can do so 

without requiring a reboot.

-Without DMC, when hosts are full, new VM starts fail with „out of memory‟ errors.

-With DMC, it is possible to operate a VM in one of two modes:

     1)  Target Mode – An administrator specifies a static memory target.

     2)  Dynamic Range Mode – The admin specifies a dynamic memory range for the guest.

-XenServer enforces the following memory property ordering constraint for all guests:

0<=memory-static-min<=memory-dynamic-min<=memory-dynamic-max<=memory-

static-max

-An existing VM can be exported using XenCenter or the CLI.  To export a VM using the CLI:

     1)  Shutdown the VM

     2)  xe vm-export 

-An exported VM can be imported using XenCenter or the CLI.  The “xe vm-import” 

command will allow you to import a previously exported VM.

-The XenCenter “Copy” VM function creates copies for all VDIs for a selected VM on the 

same or a different SR.  To copy a VM:

     1) Shutdown the VM

     2) Within XenCenter “VM>Copy VM”

     3) Select the desired target SR

-Virtual Machines must be powered down before converting to a template.  Snapshots can 

be converted to templates as well with the xe snapshot-export-to-template snapshot-

uuid=<snapshot_uuid> filename=<template_filename> command.

-Servers can be in different time-zones, as it is the UTC time that is compared.  To ensure 

synchronization is correct, you may choose to use the same NTP servers for your 

XenServer pool and the Active Directory server.

-To join hosts in a pool, and therefore XenMotion, the host processors must be of the 

same vendor, family, and model, and must expose identical feature flags.  In XenServer 

5.5 the Enhanced Speed Step (EST) feature flag is ignored when comparing feature flags 

to maintain compatibility with previous XenServer versions.

-The processor characteristics can be identified using the “host-cpu” object of the xe CLI.

xe host-cpu-list host-uuid=<HOST_UUID> 

params=uuid,number,vendor,modelname,stepping

-It is not supported to live relocate VMs between Intel and AMD CPUs.  Live relocation is 

only supported between systems with the same type and manufacturer of processor.

-XenServer is shipped with six pre-established roles:

     -Pool Administrator – The same as being local root.  Can perform all operations.

     -Pool Operator – Can do everything apart from adding/removing users and modifying

      their roles.

     -VM Power Administrator – Creates and manages VMs.

     -VM Administrator – Similar to a power admin, but cannot migrate VMs or perform 

      snapshots.

      -VM operator – Similar to VM Admin, but cannot create/destroy VMs, but can 

       perform start/stop lifecycle operations.

      -Read-Only – Can view resource pool and performance data.

-Note that you cannot add, remove or modify roles in this version of XenServer.  Note 

also that you cannot assign the role of “pool-admin” to an AD group which has more than 

500 members if you want users of the AD group to have SSH access.

-By default, all new users will be allocated to the Pool Administrator role.

-The basic syntax of all XenServer xe CLI commands is: 
xe command-name argument=value argument=value…
-To specify argument/value pairs on the xe command line, write argument=value.  This 
is without quotes as long as the value doesn‟t have any spaces in it.  There should be 
no whitespace between the argument name, the equals sign (=) and the value.

xe-toolstack-restart: This command will restart the management services on a host.  
The xapi service is restarted along with other services.  The host as well as virtual 
machines will remain running while these management services are restarted.

service xapi start:  This command will start the xapi management service.  
Related commands:  service xapi stop, service xapi restart.

xe host-shutdown:  This command will shutdown the specified XenServer host.  The 
specified XenServer hosts must be disabled first using the xe host-disable command, 
otherwise a “HOST_IN_USE” error message is displayed.

xe host-reboot:  This command will reboot the specified XenServer host.  The 
specified XenServer hosts must be disabled first using the xe host-disable command, 
otherwise a “HOST_IN_USE” error message is displayed.

xe pool-list:  This command will allow you to get basic pool information such as pool 
UUID, pool master and the default SR.

xe host-set-hostname-live:  Use this command to allow you to change the system 
hostname.  Example:  xe host-set-hostname-live uuid=<hostUUID> host-
name=<Hostname>

xe pool-join:  This command will allow you to join a XenServer host to a pool.  
Example:  xe pool-join master-address=<host1> master-
username=<admin_username> master-password=<password>.  
NOTE:  This command should be run on the server that you want to join the pool.  The 
master-address must be set to the fully-qualified domain name of the XenServer pool 
master.

xe pool-ha-enable heartbeat-sr-uuids=<sr_uuid>:  This command will enable HA 
on a XenServer resource pool.  
Related Command: xe-emergency-ha-disable.  

xe-pool-emergency-transition-to-master:  This command will force a Pool slave to 
boot as a Pool master.
Example: xe pool-emergency-transition-to-master uuid=<host_uuid>

xe pool-emergency-reset-master:  Use this command to tell a Pool slave where the 
new Pool master is.
Example: xe pool-emergency-reset-master master-address=<new_master_hostname>

xe pool-recover-slaves:  Use this command to force the master to contact each of the 
member hosts and inform them of the new master IP address.

xe host-list: This command will list host information, including hostname and UUID, 
from a specific servers  or groups of servers in a Pool.

xe sr-list:  This command will list the SR objects attached to a particular host or group 
of hosts in a resource pool.  SR name and UUID will be included with the information 
derived from issuing this command.

xe sr-create:  This command will allow you to create an SR.
Example NFS SR:  xe sr-create host-uuid=<UUIDofHost> type=nfs shared=true 
content-type=user device-config-server=10.1.1.1 device-config-serverpath=/
WindowsNFS name-label=”NFS storage on myXenServer”.  When creating an ISO 
library, the content-type parameter must be set to iso.

xe vm-list:  This command will list VM information including VM name, UUID and any 
snapshots associated with the VM.

xen-bugtool –yestoall:  This command creates a status report file on the local file 
system of XenServer.  The location of this file is: /var/opt/xen/bug-report/bug-report-
<date>.tar.bz2.

history:  Use this command to retrieve a list of recently executed commands on a 
XenServer host.

xe task-list:  Use this command to retrieve a list of running tasks on a XenServer host.



Additional Links

Command Line Interface

Business Continuity

Creating and managing storage

XenServer Configuration (Continued)Pre-Deployment Planning (Continued)

XenServer Master Class: XenServer 101 

http://www.citrix.com/tv/#videos/3631

XenServer Master Class: Overview and Scalability 

http://www.citrix.com/tv/#videos/2484

XenServer Master Class: High Availability and Disaster Recovery 

http://www.citrix.com/tv/#videos/2579

XenServer Master Class: Storage Technologies 

http://www.citrix.com/tv/#videos/2828

XenServer Master Class: Networking Technologies 

http://www.citrix.com/tv/#videos/3520

XenServer Master Class: Troubleshooting 

http://www.citrix.com/tv/#videos/3633

-XenServer High Availability (HA) ensures that a host is unreachable by employing 

several heartbeat mechanisms to regularly check up on hosts.  These heartbeats go 

through both the storage interfaces (to the Heartbeat SR) and the networking 

interfaces (over the management interfaces).  

-XenServer HA is only available with XenServer Advanced edition or above.

-When a resource pool has HA enabled, the Pool Master role will automatically be 

transferred to a slave server if the master experiences a host failure.  If HA is not 

enabled on a pool and the pool master experiences a failure, a slave server will have 

to be manually promoted to master.

-To use HA in this version of XenServer, you need iSCSI or Fibre Channel shared 

storage and a LUN size of 356MB or greater.  

-When a pool is overcommitted, the HA mechanism will attempt to restart Protected 

VMs with the lowest restart priority first (1,2,3) 

-“Best-effort” VMs will be restarted only when the system has attempted to restart 

protected VMs.  VMs with the parameter, “ha-always-run=false”, will not be restarted.

-No running VM will ever be stopped or migrated in order to free resources for a VM 

with “always-run=true” to be restarted.

-If a server failure occurs such as the loss of network connectivity or a problem with 

the control stack is encountered, the XenServer host self-fences (Host-Fencing) to 

ensure that the VMs are not running on two servers simultaneously.  When a fence 

action is taken, the server immediately and abruptly restarts, causing all VMs running 

on it to be stopped.

-Snapshots are supported on all storage types, though for the LVM-based storage 

types the storage repository must be upgraded if it was created on a previous version 

of XenServer and the volume must be in the default format (type=raw volumes 

cannot be snapshotted).

-Three types of snapshots are supported: regular, quiesced, and snapshot with 

memory.

-Regular snapshots can be performed on all VM types.  XenServer supports quiesced 

snapshots on Windows Server 2k3, 2k8 for 32 and 64bit.

-A snapshot with memory requires at least 4MB of disk space per disk, plus the size of 

the RAM, plus around 20% overhead. 

-To revert “xe snapshot-revert snapshot-uuid=<snapshot uuid>”

-Delete snapshot with “xe snapshot-uninstall snapshot-uuid=<snapshot uuid>”

-You can create a template from a snapshot but the memory state will be removed.  

To do this, use the “xe snapshot-copy new-name-label=<vm-template-name> \ 

snapshot-uuid=<uuid of the snapshot>”

xe vm-snapshot:  Using this command will allow you to take a snapshot of 

a virtual machine.  Example:  xe vm-snapshot vm=<vm_uuid> new-name-

label=<vm_snapshot_name>.

xe vm-snapshot-with-quiesce:  This command will allow you to take a 

quiesced snapshot.  Example:  xe vm-snapshot-with-quiesce 

vm=<vm_uuid> new-name-label=<vm_snapshot_name>

xe vm-checkpoint:  This command will allow you to create a snapshot that 

captures the VMs state (RAM).  Example:  xe vm-checkpoint vm=<vm_uuid> 

new-name-label=<name_of_checkpoint>

xe pif-list:  This command will list the PIFs associated with a particular host 

or pool.  

xe pif-forget:  This command will allow you to destroy a PIF object on a 

particular host.  Example:  xe pif-forget uuid=<uuid_of_PIF>.

xe pif-introduce:  This command allows you to create a new PIF that 

represents a physical interface on the host.

xe pif-scan:  Use this command to scan for new physical interfaces.

xe network-create:  This command will allow you to create a network.  

Example:  xe network-create name-label=<mynetwork>.  

xe bond-create:  This command will allow you to create a bond on a 

XenServer host.  Example:  xe bond-create network-uuid=<network_uuid> 

pif-uuids=<pif_uuid1>, <pif_uuid2>.

xe pif-reconfigure-ip:  This command will allow you to configure the 

desired management interface IP address settings.

xe host-management-reconfigure:  This command allows you to use the 

specified network interface as the host management interface.  Example:

xe host-management-reconfigure [interface=<device>] [pif-uuid=<uuid>]

xe host-management-disable:  This will disable the host agent listening on 

an external management network interface and disconnects all connected 

API clients (such as XenCenter).

xe audit-log-get:  This command downloads to a file all the available 

records of the RBAC audit file in the pool.  Example:

xe audit-log-get [since=<timestamp>] filename=<output filename>

-XenServer defines a container called a storage repository (SR) to describe a particular storage 

target, in which Virtual Disk Images (VDIs) are stored.  A VDI is a disk abstraction which 

contains the contents of a virtual disk.

-Physical Block Devices (PBDs) represent the interface between a physical server and an 

attached SR.  PBDs are connector objects that allow a given SR to be mapped to a XenServer 

host

-Virtual Block Devices (VBDs)  are connector objects that allow mappings between VDIs and 

VMs.

-In general, there are three types of mapping of physical storage to VDI:

     -File-based VHD on a Filesystem:  VM images are stored as thin-provisioned VHD 

      format files on either a local or non-shared Filesystem (EXT type SR) or a shared NFS

      target (NFS type SR).

     -Logical Volume-based VHD on a LUN: The default XenServer blockdevice-based 

      storage inserts a Logical Volume manager on a disk.  VDIs are represented as volumes 

      within the volume manager and stored in VHD format to allow thin provisioning.

     -LUN per VDI:  LUNs are directly mapped to VMs as VDIs by SR types that provide

       array-specific plugin (NetApp, Equallogic or StorageLink type SRs). 

-VHD files can be chained, allowing VDIs to share common data.  Cloned VMs share common 

on-disk data at the time of cloning.  Each VM makes its own changes in an isolated copy-on-

write (CoW) version of the VDI.  This allows VMs to be quickly cloned.

-The VHD format used by LVM and File-based SR types (e.g. NFS) use sparse provisioning.  

The image files is automatically extended in 2MB chunks as the VM writes data into the disk.  

For File-based VHD, the VM image files take up only as much space as required.  This is not 

true of LVM-based VHD.

-Dynamic multipathing support is available for Fibre Channel and iSCSI storage backends. By 

default, it uses round-robin mode load balancing, so both routes have active traffic on them 

during normal operation.

-All XenServer SR types support VDI resize, fast cloning and snapshot.  SRs based on the LVM 

SR type (local, iSCSI, or HBA) provide thin provisioning for snapshot and hidden parent nodes.  

The other SR types support full thin provisioning, including for virtual disks that are active.

-Maximum supported VDI sizes:

     -EXT3, 2TB VDI size.

     -LVM, 2TB VDI size.

     -Netapp, 2TB VDI size.

     -EqualLogic, 15TB VDI size.

     -ONTAP (NetApp), 12TB VDI size.

-NetApp and EqualLogic SRs require XenServer Advanced edition or above to use the special 

integration with the NetApp and Dell EqualLogic SR types.  You can use them as ordinary 

iSCSI, FC, or NFS storage with free XenServer but without all the benefits of direct control of 

hardare.

-CHAP support is provided for client authentication for iSCSI

-The Citrix StorageLink Gateway (CSLG) repository allows use of the Citrix StorageLink service 

for native access to a range of iSCSI and Fibre Channel arrays and automatic fabric/initiator 

and array configuration features.  Installation and configuration of the StorageLink service is 

required.

-Running the StorageLink service in a VM within a resource pool to which the StorageLink 

service is providing storage is not supported in combination with HA.  To use CSLG SRs in 

combination with HA, ensure the StorageLink service is running outside the HA-enabled pool.

-CSLG SRs can be created using the xe CLI only.  After creation, CSLG SRs can be viewed and 

managed using both the xe CLI and XenCenter

-All CSLG SRs use a LUN-per-VDI model where a new LUN is provisioned for each virtual disk.  

-Networks used for NFS or software-based iSCSI should use separate switching, and 

more importantly, different subnets to those used for management.  The use of 

separate subnets ensures that mgmt. and storage traffic flows over the intended 

interface and avoids complex workarounds that may compromise reliability or 

performance.

-XenServer 5.6 Advanced Edition or higher requires a Citrix License Server (11.6 or 

higher) to run.  Until you license a XenServer host, it runs as XenServer (Free) for 30 

days.

-XenServer includes several licensing editions:

     -Advanced Edition:  This license activates specific administrations features within

      XenCenter, including HA, advanced alerting and performance history and 

     dynamic memory control.

     -Enterprise Edition:  This edition adds Role-Based Access Control (RBAC), 

      integrated StorageLink configuration, live memory snapshots, automated 

      Workload Balancing and remote power management.

     -Platinum Edition:  This edition activates features outside of XenCenter, such as 

      Provisioning Services and StorageLink Gateway, LabManager and StageManager.

     -XenServer for XenDesktop:  This edition allows you to use XenServer Enterprise 

      edition to host Desktop VMs and all the XenDesktop Infrastructure VMs as 

      needed, including XenDesktop hosts and XenApp hosts.

-The MAC address to be used for a bond can be controlled in two ways:

     1)  An optional “mac” parameter an be specified in the bond-create command.

     2)  If the “mac” parameter is not specified, the MAC address of the first PIF listed in the 

      pif-uuids parameter is used for the bond.

-Traffic is re-balanced on a bond every 10 seconds.

The bond-create, host-management-reconfigure and host-management-disable commands affect 

the host on which they are run and are not suitable for use on one host in a pool to change the 

configuration of another.

-WLB lets you choose from two optimization modes:

      -Maximize Performance(Default):  WLB attempts to spread workload evenly across all 

       physical hosts in a resource pool.  The goal is to minimize CPU, memory, and network 

       pressure for all hosts.

      -Maximize Density:  WLB attempts to fit as many VMs as possible on to a physical host.

       The goal is to minimize the number of physical hosts that must be online.

-WLB also lets you apply these optimization modes all of the time (Fixed) or switch between 

modes for specified time periods (Scheduled).
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